© Switzerland

il The increasing pace of digital transformation
Cybe r R eS I | I e n Ce and the emergence of new technologies has

made businesses vulnerable to exploitation

Se rViceS by cybercriminals.

Prevention Services and Risk

From resilience to insurance, we offer a range
of corporate cyber security solutions to help

Transfer Solutions businesses guard against the risks.

Your Challenges
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Rise of cyber attacks

The cyber threat landscape becomes more complex and attacks
more and more advanced. Businesses must stay ahead of the curve.

Need to protect critical data and prevent financial loss

As businesses collect more data, it is important to identify the data
that is critical to your operations and customer integrity.

Regulatory requirements are increasing and becoming more complex
From NIS2 to the revised Swiss Data Protection law, from DORA to FINMA
requirements, companies face increasing demand to demonstrate and report
effective actions

Our Solution
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Bring clarity and simplification

We assist you to navigate through cyber complexity and to help you to
fulfil the latest regulatory requirements

Combine prevention services and risk transfer solutions

Our resilience packages are based on scientific research, to help you
focus on the most impactful cyber controls and build insurability.
Increase cyber maturity and resilience to cyber threats

With Zurich Cyber Resilience Solutions, we offer a pragmatic and
cost-effective approach to cyber security
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Services a la carte ¢ ZURICH

Resilience Solutions

Governance
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Cyber Maturity Assessment
Cybersecurity Assessment based on Zurich questionnaires and NIST standard which includes
detailed report, recommendations and prioritization.

Cyber Risk Quantification (Financial Exposure )
Continuous evaluation of financial impact to guide prioritization and justification of cyber
investments and strategy.

Crisis Management (Assessment and "Table-top exercice”)

» Scenario-based exercise to assess and enhance your preparedness and response strategies in
case of cyberattack.

» Evaluation of an organization's preparedness, response capabilities, and resilience toward cyber
threats and incidents.

Business Continuity Services
Definition of the Business Continuity Strategy, incl. Business Impact Assessment (BIA), Risk
Impact Analysis (RIA), policy development and others.

Cyber Security on-demand

* CISO as a Service

» |SO 27001 preparedness

e Cyber Supply Chain

» Data Protection Assessment

e Technical Gap Assessment to regulatory requirements (NIS2, DORA, CRA..)
*  And more

Trainings
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Cyber Awareness Training
Empower employees to detect potential cyber threats and reduce the likelihood of successful
cyber attacks. Trainings are tailor-made to the risk of your industry sector.

Customized Cyber Risk Training
Customized on site training on the best practices regarding cyber, data protection, crisis
management, Al risks, ...

Phishing Simulation
Simulated attack designed to test the ability of employees to detect and respond to phishing
emails.

Technical Services
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Penetration Testing — Hacking Test
Customized manual simulation of a real-world attacks (hacking) to identify vulnerabilities and
assess potential risks.

Monitoring Services (SOC / microSOC)

Security Operation Center for real-time monitoring and response to cybersecurity threats at
the Endpoint level.
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Head of Cyber Resilience

Switzerland Senior Cyber Risk Consultant Cyber Risk Manager
sylvain.luiset@zurich.ch jenany.sivathasan@zurich.ch moreno.ferri@zurich.ch
+4179 377 26 44 +4176 536 9152 +4179 773 92 25

Why Zurich Cyber Resilience Solutions?

Litif) Support to improve insurability

®

Gl Combining claims data and industry benchmarking

Service packages tailored for every business size
and their needs.

)

Methods and solutions supported by scientific
studies and our internal R&D team

Global presence for remote and on-site solutions

This is a general description of (insurance) services such as risk engineering or risk management services by Zurich Resilience Solutions which is part of the
Commercial Insurance business of Zurich Insurance Group, and does not represent or alter any insurance policy or service agreement. Such (insurance) services
are provided to qualified customers by affiliated companies of Zurich Insurance Company Ltd (Zurich Insurance Group). The prices stated are exclusive of VAT
and are subject to change at any time.

The opinions expressed herein are those of Zurich Resilience Solutions as of the date of the release and are subject to change without notice. This document has
been produced solely for informational purposes. All information contained in this document has been compiled and obtained from sources believed to be
reliable and credible but no representation or warranty, express or implied, is made by Zurich Insurance Company Ltd or any members of Zurich Insurance Group
as to their accuracy or completeness. This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice.
Zurich Insurance Group disclaims any and all liability whatsoever resulting from the use of or reliance upon this document. Nothing express or implied in this
document is intended to create legal relations between the reader and any member of Zurich Insurance Group.

Certain statements in this document are forward-looking statements, including, but not limited to, statements that are predictions of or indicate future events,
trends, plans, developments or objectives. Undue reliance should not be placed on such statements because, by their nature, they are subject to known and
unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this document is also not tied to any specific
service offering or an insurance product nor will it ensure coverage under any insurance policy.

This document may not be distributed or reproduced either in whole, or in part, without prior written permission of Zurich Insurance Company Ltd, Mythenquai 2,
8002 Zurich, Switzerland. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This
document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.

Zurich Resilience Solutions

Release date: January 2026
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